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AT-A-GLANCE

What Leaders Need  
to Know Now

ALTUM STRATEGY GROUP’S 2026 U.S. Cybersecurity Leaders Survey confirms a 
structural shift in how cybersecurity is governed and measured.

Cybersecurity is no longer evaluated primarily by tool sophistication. It is evaluated by 
an organization’s ability to protect critical data, contain disruption, and demonstrate 
resilience to the board.

Five Signals from the 2026 Data

1.	� Sensitive data leads the agenda: 44% rank protecting sensitive data among their 
top two priorities.

2.	� Boards are demanding outcome visibility: 51% report board requests for 
foundational security metrics and resiliency risk indicators.

3.	� MDR is becoming the operational backbone: 64% cite Managed Detection and 
Response as both a top investment and automation priority.

4.	� Hybrid operating models dominate: 53% operate through blended internal and 
managed teams.

5.	� Visibility gaps persist: Mobile (51%), cloud (40%), and BYOD (39%) environments 
remain material blind spots.

Five Actions Leaders Can Take in the Next 90 Days

1.	� Define and inventory critical data and business services.

2.	� Establish board-ready resilience metrics.

3.	� Validate escalation authority across hybrid teams.

4.	� Map visibility gaps to business impact.

5.	� Clarify accountability across internal and external providers.
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AT-A-GLANCE: WHAT LEADERS NEED TO KNOW NOW

Executive Point of View 
Matthew Gantner: Cybersecurity Is Now a Business Resilience Discipline

For years, cybersecurity progress was measured by coverage.

More tools deployed.
More alerts monitored.
More vulnerabilities closed.

In 2026, that model no longer answers the questions enterprise leaders are being asked.

Boards are not asking how many tools are deployed. They are asking:
•	� Are we protecting the data that actually matters?
•	� If something goes wrong, how quickly can we contain it?
•	� Can we recover critical services within defined thresholds?
•	� Can we explain our cyber posture in business terms?

The organizations pulling ahead are not necessarily those with the largest toolsets. 
They are the ones that:
•	� Anchor cybersecurity priorities to critical data and revenue-driving systems
•	� Treat response speed as a measurable performance indicator
•	� Align hybrid operating models with clear decision rights
•	� Present cyber risk to the board in enterprise language

The 2026 survey data reinforces what many leadership teams are already seeing 
firsthand: complexity is increasing faster than alignment. Distributed infrastructure, 
AI-driven acceleration, and hybrid operating structures are expanding capability — but 
they also increase the risk of fragmentation.

In this environment, cybersecurity cannot function as a standalone technical silo. It has 
to be woven directly into enterprise governance rhythms, architectural planning, and 
executive decision-making. The organizations that make this shift are the ones building 
real resilience — because resilience isn’t accidental. It’s designed. And in 2026, it will be 
a defining leadership capability. 

What I am seeing across client organizations is a structural shift. Cybersecurity is 
moving from a technical safeguard function to a core resilience discipline — on par 
with financial controls and operational continuity planning.
— Matthew Gantner, Founder & CEO
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EXECUTIVE SUMMARY

The 2026 Cybersecurity 
Agenda: A Data-Driven 
Inflection Point

THE 2026 AGENDA marks a clear shift: from adding more controls to designing 
for resilience. Leaders are putting sensitive data at the center, scaling detection 
and response to limit disruption, and asking for measurable visibility into exposure, 
recoverability, and governance.

FIGURE 1: 2026 CYBERSECURITY PRIORITIES

Protecting sensitive data now sits at the center of strategy. Detection and response 
capabilities are being scaled to limit operational disruption. And boards are raising 
expectations, asking for measurable visibility into exposure, recoverability, and 
governance clarity.

In this new environment, cybersecurity maturity isn’t defined by how many tools an 
organization deploys — it’s defined by the alignment between critical data, the speed of 
containment, and the strength of enterprise oversight.

Ranked Top 2 Ranked 1st Ranked 2nd

Protecting Sensitive Data
44%

36%
10%

25%
25%

18%
7%

23%

20%

11%

9%

14%
6%

8%

12%

10%

28%
16%

Threat Detection and Response

Artificial Intelligence (AI) Enablement

Cloud Security

Identity and Access Management (IAM)

Security Audits and Risk Assessments
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EXECUTIVE SUMMARY: THE 2026 CYBERSECURITY AGENDA: A DATA-DRIVEN INFLECTION POINT

The 2026 data reveals a decisive shift: enterprises are moving toward protecting their 
most critical data and accelerating response speed, while boards are demanding 
measurable resilience across increasingly complex hybrid operating models.

What does this data actually signal? Three themes stand out:

1.	� Data as the Strategic Anchor: Organizations are prioritizing the information that 
determines continuity, trust, and enterprise value. 

2.	� Response Speed as the New Resilience Metric: Time to detect and time to contain 
now have a direct, measurable impact on operational and financial outcomes. 

3.	� Governance as a Competitive Differentiator: Boards are moving beyond compliance 
reviews and toward active oversight of resilience, risk posture, and recoverability.

What holds companies back is not usually a lack of capability. It is alignment.

What Boards are Asking for has Changed — and Why that Matters

Board expectations have evolved from oversight of policy and compliance to oversight 
of resilience. Boards are asking for foundational security metrics (51%) and business 
resiliency risk indicators (51%), signaling a shift from activity reporting to oversight of 
operational continuity.

SPOTLIGHT: CYBERSECURITY LEADERS PLAYBOOK FOR 2026
Altum Strategy Group’s inaugural study of digital security decision-makers shows teams moving from basic defense 
to proactive, automated protection for next year.

WHAT THEY’RE PRIORITIZING
as cited by executives surveyed (%) as cited by executives surveyed (%)

Protecting 
Sensitive Data

The top area of investment,
Managed Detection  
and Response (MDR),
is also a key focus of 
automation, ahead of 
Security Architecture (50%) 
and Threat Hunting (47%).

Threat Detection  
and Response

Artificial Intelligence 
Enablement

44%*

36%*

25%*

as cited by executives surveyed (%)

*Source: Altum Strategy Group’s 2026 U.S. Cybersecurity Leaders Survey. CI>90%. n=163.

Foundational Security 
Metrics (51%*)

Business Resiliency 
Risks (51%*)

HOW THEY’RE PREPARING WHAT THEIR BOARDS WANT TO SEE

Persistent Threats 
Insight (50%*)

FIGURE 2: CYBERSECURITY MEASURES REQUESTED BY BOARD

64%*

Foundational Security Metrics

DevSecOps or Secure Pipelines

Business Resiliency Risk

Not Sure or Prefer Not to Answer

Advanced Persistent Threats

51%

51%

50%

39%

13%
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Historically, cybersecurity reporting focused on effort: vulnerabilities patched, audits 
completed, controls implemented. While necessary, these measures describe activity, 
not readiness.

Boards now want to understand:
•	� Which critical services are most exposed?
•	� Whether exposure is trending downward.
•	� How quickly can disruption be contained?
•	� Whether recovery can be executed within defined thresholds

This evolution demands a translation layer between cybersecurity operations and 
enterprise governance. Technical dashboards alone are no longer sufficient. Leaders 
must demonstrate how controls reduce exposure and preserve continuity.

The Operating Model Imperative: Aligning Execution to Enterprise Value

The survey data also shows how organizations are trying to meet rising expectations. 

Managed Detection and Response continues to lead both investment and automation 
priority — a clear sign that leaders now see automation and orchestration as essential 
accelerators of resilience.

At the same time, 53% of organizations are operating through hybrid cybersecurity 
models. These models offer scale and access to specialized expertise, but they also 
introduce governance complexity.

To turn priority into measurable outcomes, organizations must:
•	� Anchor cybersecurity to critical business services and data assets.
•	� Clarify governance across internal and managed teams.
•	� Establish performance metrics that reflect true resilience.

Cybersecurity cannot sit as a parallel technical function. It has to be integrated into 
enterprise operating and governance rhythms — woven into how the business plans, 
builds, and responds.

EXECUTIVE SUMMARY: THE 2026 CYBERSECURITY AGENDA: A DATA-DRIVEN INFLECTION POINT

The core risk isn’t capability. It’s misalignment. Without clear decision rights, defined escalation paths, 
and explicit accountability frameworks, hybrid models can fragment ownership at the exact moment 
when speed matters most.
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A Three-Horizon Roadmap for 2026 and Beyond

The implications of the 2026 survey findings are clear: strengthening resilience requires 
both near-term focus and long-term structural change:

•	� Horizon 1 (0–90 Days): Identify critical data, establish board-ready resilience 
metrics, and confirm clear escalation authority.

•	� Horizon 2 (6–12 Months): Mature MDR workflows, reduce privileged exposure, and 
reinforce architectural alignment across hybrid environments.

•	� Horizon 3 (12–24 Months): Implement continuous control validation, optimize 
operating models and frameworks, embed resilience reporting into board cadence, 
and align cybersecurity strategy with enterprise architecture planning.

In 2026, cybersecurity is defined by the ability to protect critical data,  
respond decisively under pressure, and demonstrate measurable resilience to 
enterprise governance.

The Strategic Implication

Cybersecurity in 2026 is not defined by the number of controls deployed or tools 
implemented. It is defined by the organization’s ability to protect critical data, respond 
decisively under pressure, and demonstrate measurable resilience to its board.

The sections that follow provide a detailed framework for translating these priorities 
into execution. 

EXECUTIVE SUMMARY: THE 2026 CYBERSECURITY AGENDA: A DATA-DRIVEN INFLECTION POINT

Enterprises that align priorities, governance, and operating models to these outcomes will be  
positioned not only to withstand disruption but to operate confidently in an increasingly complex  
digital environment.
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SECTION 1

Introduction: Setting the 
Scene for Cybersecurity 
in 2026 and Beyond

Cybersecurity as Enterprise Resilience

Cybersecurity is undergoing a structural repositioning inside the enterprise. For 
much of the past decade, it operated primarily as a safeguard function. Success was 
measured through vulnerability management, system hardening, audit readiness, and 
compliance adherence. Those capabilities remain essential — but they no longer define 
effectiveness on their own.

In 2026, cybersecurity is increasingly recognized as an enterprise resilience 
capability. Resilience extends well beyond prevention. It includes:
•	� Protection of critical data and intellectual property
•	� Continuity of customer facing services
•	� Preservation of operational uptime
•	� Maintenance of regulatory and fiduciary obligations
•	� Safeguarding of brand trust

A disruption that compromises sensitive data or halts operations is no longer an IT 
incident. It is a business event with financial, legal, and reputational consequences. 
This shift elevates the leadership posture required.

Cybersecurity now spans two dimensions: governance oversight and operational execution. 
Boards govern risk posture; executive teams align operating models; and security 
leaders operationalize resilience. Resilience only works when these groups are aligned.

Why the “Next Wave” Feels Different

Several converging forces are making the 2026 cybersecurity environment structurally 
different from prior cycles.

1.	� Distributed Enterprise Architecture: Organizations now operate across multi-cloud 
platforms, SaaS ecosystems, mobile environments, and deeply integrated third-party 
services. Interdependencies have multiplied — and with them, potential points of failure.
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SECTION 1: INTRODUCTION: SETTING THE SCENE FOR CYBERSECURITY IN 2026 AND BEYOND

2.	� AI Acceleration: AI-enabled tools are strengthening detection and automation, but 
they are also lowering the barrier of entry for adversaries. The attack surface is now 
evolving continuously on both sides.

3.	� Expanded Work Boundaries: Modern working practices — from remote access to BYOD 
to cloud native collaboration — have permanently extended the enterprise perimeter.

Altum’s survey data highlights where this complexity concentrates. Blind spots 
concentrate where the work actually happens: mobile devices (51%), cloud workloads 
(40%), BYOD (39%), and SaaS/network environments (34%). Telemetry and controls 
must follow workflow realities, not legacy infrastructure lines.

These environments are not peripheral. They are central to how the enterprise operates 
and produces value. As such, the next wave of cybersecurity is not defined by a single 
emerging threat. It is defined by compounded complexity and the need to manage it 
with clarity, alignment, and resilience.

How to Read this Paper

This paper is structured intentionally for executive audiences:

•	� For Boards and Directors: Focus on governance, risk visibility, and resilience 
metrics. The priority is understanding how cybersecurity capability translates into 
continuity and fiduciary oversight.

•	� For the C-Suite: Emphasize alignment of the operating model, accountability 
structures, and integration with enterprise strategy.

•	� For CISOs and Security Leaders: Concentrate on foundational capability maturity, 
response readiness, and governance integration.

Across all audiences, one theme remains constant: cybersecurity must align with what 
the business values most — its critical data, services, and operational integrity.

The sections that follow translate survey findings into a practical framework for 
strengthening enterprise resilience in 2026 and beyond. 

FIGURE 3: VISIBILITY GAPS WITHIN CYBERSECURITY LANDSCAPE

Mobile Devices

Network Infrastructure

Cloud Workloads

SaaS Applications

On-Premises Infrastructure

Don’t Know

BYOD (Bring Your Own Device) Environments

51%

40%

39%

34%

34%

24%

7%



Preparing for the Next Wave in Cybersecurity   |   A White Paper Powered by Altum Nexus 11Preparing for the Next Wave in Cybersecurity   |   A White Paper Powered by Altum Nexus 11

SECTION 2

Cybersecurity’s 
Role in Overcoming 
Business Challenges

CYBERSECURITY NOW SITS at the center of enterprise performance. As organizations 
expand cloud infrastructure, integrate AI, grow third-party ecosystems, and digitize 
customer experience, cybersecurity determines whether transformation creates 
advantage or introduces fragility.

The 2026 survey data underscores this shift. The heightened focus on sensitive data 
protection and on detection/response speed signals a move away from technical 
optimization toward safeguarding business continuity.

The core question for leadership is no longer whether risk can be eliminated. The 
question is whether disruption can be contained within defined thresholds while the 
business continues to operate.

The Business Problems Cybersecurity Must Solve

In 2026, cybersecurity is expected to solve five interconnected business challenges:

1.	� Revenue Continuity: Customer-facing platforms and operational systems are the 
engines of revenue. Disruption has an immediate financial impact.

2.	� Strategic Asset Protection: Sensitive data — customer, financial, operational, 
and intellectual property — defines enterprise value. Its protection now anchors 
cybersecurity strategy.

3.	� Hybrid and Cloud Expansion: Distributed architecture introduces interdependencies 
that must be secured cohesively, not retrofitted after the fact.

4.	� Regulatory and Fiduciary Scrutiny: Boards and regulators expect demonstrable 
resilience and traceable governance, not policy binders.

5.	� AI Acceleration: AI must be secured while simultaneously strengthening detection, 
automation, and response speed.

These are not purely technical problems. They are operational and strategic. And 
cybersecurity must be aligned with them accordingly.
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SECTION 2: CYBERSECURITY’S ROLE IN OVERCOMING BUSINESS CHALLENGES

The Board-to-CISO Translation Model

One of the most notable shifts in the survey is the evolution of board expectations. 
Boards are moving from activity-based reporting to outcome oversight, requesting a 
mix of foundational security metrics and clear resiliency indicators.

BOARD METRICENABLING CAPABILITYCYBER OUTCOME

SPOTLIGHT: EFFECTIVE REPORTING REQUIRES A DISCIPLINED TRANSLATION MODEL

BUSINESS OBJECTIVE

Protect revenue 
continuity

Safeguard Tier 1 
customer systems

Exposure trend, time to contain, 
recovery threshold adherence

Data classification, privilege 
governance, MDR workflows

For 
example:

This progression ties cybersecurity investment directly to enterprise value. Without 
translation, reporting becomes either too technical or too high-level to guide decisions. 
Boards aren’t asking for more information — they’re asking for confidence.

Cyber Priorities Differ by Role — and Why that Matters

Cybersecurity execution spans governance teams, engineering groups, DevSecOps 
specialists, and managed providers, with each optimizing for different outcomes.

Misalignment typically shows up in four places:
•	� Tool expansion without data prioritization
•	� Strong technical controls without enterprise articulation
•	� Hybrid teams operating without clear decision rights
•	� Automation deployed without governance integration

The convergence around sensitive data protection and faster response provides a 
unifying foundation. When organizations align cybersecurity priorities with critical 
assets and measurable resilience outcomes, technical and governance decisions 
reinforce each other rather than competing for attention.

Governing Trade-Offs in a Constrained Environment

Every cybersecurity strategy must navigate resource constraints. Leaders are 
continually managing trade-offs, like prevention versus detection; architecture 
modernization versus tool consolidation; in-house capability versus managed services; 
and automation versus human oversight.

The survey’s emphasis on MDR and security architecture indicates where leaders are 
placing their bets: containment speed and structural integrity. 

Sequencing matters: Protect what matters, contain disruption quickly, close visibility gaps, and scale 
through automation. Skipping any of these steps increases fragility, since disciplined sequencing 
strengthens resilience.
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SECTION 3

Leaders are Focused on 
Foundational Capabilities 
and Outcomes

THE 2026 SURVEY REVEALS a noticeable shift: organizations are no longer spreading 
investments broadly across the cybersecurity landscape. They are prioritizing with 
discipline. Leaders are concentrating on foundational capabilities that directly influence 
resilience outcomes. Protecting sensitive data comes first. Detection and response 
follow. Automation is used to reinforce both. This sequencing reflects maturity. 

Resilience is built by anchoring protection to the assets that matter most,  
ensuring the organization can contain disruption quickly and then scale performance 
through automation.

Ranking Order of Cybersecurity Priorities

Survey respondents ranked their 2026 priorities in the following order:
1.	� Protecting Sensitive Data
2.	� Threat Detection & Response
3.	� AI Enablement

4.	� Cloud Security
5.	� Identity & Access Management
6.	� Security Audits and Risk Assessments

Two implications stand out:
•	� First, leaders increasingly recognize that not all risk is equal. Instead of extending 

defenses uniformly, they are focusing on the systems and data whose disruption 
would most materially impact continuity and enterprise value.

•	� Second, response capability is now viewed as a resilience multiplier. Prevention 
remains essential, but the speed of containment ultimately determines whether the 
business stays operational during a disruption.

Where Teams Invest — and Where they Automate

Leaders are operationalizing response through scale and repeatability. MDR leads both 
investment (64%) and automation (64%), with security architecture next (60%/50%). 
Threat hunting rises sharply in automation (47%) even without commanding top-tier 
investment — signaling a push to automate advanced detection patterns. 
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SECTION 3: LEADERS ARE FOCUSED ON FOUNDATIONAL CAPABILITIES AND OUTCOMES

Highest Investment Areas:
•	� Managed Detection and Response 

(64%)
•	� Security Architecture (60%)
•	� Governance, Risk & Compliance (44%)

Top Automation Priorities:
•	� Managed Detection and Response 

(64%)
•	� Security Architecture (50%)
•	� Threat Hunting (47%)

FIGURE 4: WHERE CYBERSECURITY TEAMS ARE INVESTING AND AUTOMATING

The Foundational Capabilities Roadmap

Resilience development requires deliberate sequencing. The following capabilities form 
the structural backbone of enterprise resilience:

CAPABILITY STRATEGIC OBJECTIVE MEASURABLE OUTCOME

Data Protection Anchor cybersecurity to 
critical assets

Verified coverage and defined 
recovery thresholds

Detection & Response Reduce disruption duration Measurable time-to-detect and 
time-to-contain

Security Architecture Align infrastructure to 
resilience goals

Integrated telemetry and reduced 
blind spots

Identity & Access Minimize attack surface Continuous privilege governance

Secure Delivery Embed security in 
deployment velocity Automated guardrails in CI/CD

Visibility & Telemetry Eliminate operational  
blind spots

Enterprise-wide observability tied  
to service impact

Hybrid Governance Align accountability  
across teams

Defined decision rights and 
escalation clarity

RECEIVING THE MOST TIME/INVESTMENT PRIORITIZED FOR AUTOMATION

Managed 
Detection and 

Response  
(MDR)

64%
33%

31%

Security 
Architecture

60%
33%

28%

Threat  
Hunting

33%
12%

21%

Governance, 
Risk, and 

Compliance 
(GRC)

44%
23%

21%

Ranked Top 2 Ranked 1st Ranked 2nd

64%
36%

29%

Managed 
Detection and 

Response  
(MDR)

50%
25%
26%

Security 
Architecture

47%
18%

29%

Threat  
Hunting

39%
22%

17%

Governance, 
Risk, and 

Compliance 
(GRC)
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This framework is not a checklist — it is a sequencing model. Here’s why  
sequencing matters:
•	� Automation without data prioritization accelerates noise.
•	� Hybrid execution without governance clarity diffuses accountability.
•	� Modernization without telemetry integration increases fragmentation.
•	� Resilience strengthens when foundational capabilities are developed in a  

disciplined order.

From Foundational Capabilities to Deep Execution

The survey’s prioritization pattern reinforces three structural truths:
•	� Data defines enterprise risk concentration.
•	� Response speed defines operational resilience.
•	� Governance clarity defines effectiveness at scale.

Organizations that align capability development to these principles reduce fragility. 
Those that pursue isolated optimization initiatives often increase complexity.

Resilience is not built through tool expansion. It is built through structural alignment.

The following Deep Dives examine how data protection and operating model design 
translate foundational capability into measurable enterprise resilience.

SECTION 3: LEADERS ARE FOCUSED ON FOUNDATIONAL CAPABILITIES AND OUTCOMES

A modern cyber incident rarely starts with a 
system outage. It starts with data exposure — a 

file exfiltrated, a privilege misused, a configuration 
dependency forgotten — and leadership immediately 
asks two questions: What was touched? And what does 
this mean for business continuity?

This is why 44% of cybersecurity leaders rank protecting 
sensitive data as their top 2026 priority, the highest of 
any capability area in the survey. It reflects a shift away 
from broad control expansion and toward protecting the 
systems and datasets that define enterprise value, trust, 
and revenue continuity. 

Sensitive data is no longer simply a technical asset. It is:
•	� A fiduciary obligation (board exposure,  

regulatory scrutiny)
•	� A continuity dependency (operational uptime,  

service delivery)
•	� A trust contract (customer experience, brand reliability)

When this data is compromised, the consequences 
extend beyond IT: litigation, regulatory escalation, 
operational shutdowns, and reputational impact unfold 
at enterprise scale.

Why Data Must Become the Strategic Anchor
Boards experience data risk as fiduciary risk — and this 
is reflected in rising board expectations.

Over 51% of boards now request foundational security 
metrics, and an equal number demand business 
resiliency risk indicators tied to critical assets. 

For security leaders, a data-first strategy delivers clarity. 
Instead of defending everything equally, teams align 
resources to where disruption would create the greatest 
financial, operational, and regulatory impact — Tier 1 
services, revenue-generating systems, regulated datasets, 
and proprietary IP. But prioritization alone does not produce 
resilience. Boards and executive teams expect proof.

From “Controls Present” to “Evidence Produced”
Traditional programs report control presence — “encryption 
enabled,” “IAM policies configured,” “backups 
performed.” The 2026 environment demands more:

1.	� Coverage

Can we demonstrate that critical data is protected 
everywhere it flows?

DEEP DIVE #1: PROTECTING SENSITIVE DATA: FROM CONTROL COVERAGE TO MEASURABLE RESILIENCE
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This means classification aligned to business services, 
not labels alone, and validation across endpoints, 
cloud platforms, SaaS environments, and suppliers.

Visibility gaps — mobile (51%), cloud workloads (40%), 
BYOD (39%), SaaS/network (34%) — are the most 
common failure points. 

2.	� Exposure Reduction

Can we show that risk is trending down over time? 
This requires:
•	� Privilege minimization
•	� Anomaly detection
•	� Vulnerability prioritization tied to business impact
•	� Integration into MDR workflows

With MDR the top investment and automation priority 
(64% each), exposure reduction is becoming a 
continuously monitored capability. 

3.	� Recoverability

Can we restore both the data and the business 
service within defined thresholds?

Boards do not need architecture diagrams — they 
need confidence in:
•	� RTO/RPO adherence
•	� Integrity verification
•	� Validated restoration testing for Tier 1 systems

This shifts recovery from a technical exercise to an 
enterprise assurance function.

Where Data Programs Break Down
Most failures are not due to missing controls. They 
stem from misalignment:
•	� Protecting everything equally yields diluted resources
•	� Policies without verification leads to blind trust
•	� Privilege expansion faster than oversight gives way to 

uncontrolled pathways

•	� Recovery plans that exist on paper but are  
never rehearsed

The program is “built,” but the evidence loop never 
closes. Boards and executives cannot see whether 
controls work, exposure is decreasing, or the 
organization can perform under stress.

Making Data Resilience Durable
Leading organizations embed data protection into three 
enterprise rhythms:

1.	� Board Reporting

Metric packs that show:
•	� Coverage of critical assets
•	� Exposure trend lines
•	� Recovery readiness for Tier 1 services

This aligns to the board’s request for 51% foundational 
metrics and 51% resiliency indicators. 

2.	� Operational Monitoring

MDR workflows incorporate:
•	� High value asset prioritization
•	� Contextual alerting
•	� Privilege governance
•	� Automated anomaly detection

3.	� Architecture & Delivery Planning

Every major change, cloud migration, SaaS adoption, 
and AI implementation includes a data impact 
assessment and integrated controls.

Board Lesson
Data programs fail when they show controls but not 
capability. Boards should ask for evidence that critical 
data is protected, that exposure is decreasing, and that 
recovery can be executed under real-world pressure.

SECTION 3: LEADERS ARE FOCUSED ON FOUNDATIONAL CAPABILITIES AND OUTCOMES

DEEP DIVE #2: THE CYBER OPERATING MODEL: BUILDING A HYBRID TEAM TO DELIVER MEASURABLE RESILIENCE

A t 2:13 a.m., an alert fires in a production system. 
The MDR provider sees it first. IT owns the platform. 

Legal wants to know whether the data was accessed. 
Communications begins drafting a statement. Multiple 
teams are activated — yet containment still waits on one 
unresolved question: who has the authority to act? This 
is the defining risk of today’s hybrid cybersecurity model.

More than 53% of organizations now operate through a 
blend of in-house teams and managed services, making 
hybrid the dominant operating model for 2026. It is a 

practical structure — few enterprises can sustain  
24/7 monitoring, threat intelligence, automation 
engineering, cloud security architecture, and compliance 
oversight independently. 

But hybrid models introduce a challenge that tooling cannot 
solve: alignment. Organizations often have sufficient 
controls. What they frequently lack is clarity — clarity 
about ownership, escalation, decision authority, and 
what “success” means when disruption occurs.
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Why the Operating Model Determines Resilience
The 2026 survey shows that organizations are  
investing heavily in detection and response scale, 
with Managed Detection and Response leading both 
investment (64%) and automation (64%). This reflects 
maturity: leaders increasingly understand that  
resilience comes from response capability, not just 
preventive control coverage. 

But scaling detection without aligning governance can 
fragment accountability.

During a high-severity incident, resilience is decided in 
minutes and by four questions:
1.	� Who decides?
2.	� Who escalates?
3.	�Who communicates?
4.	�Who is accountable to the board?

If these answers are not explicit and rehearsed, hybrid 
execution slows containment rather than accelerating it. 
The operating model becomes either a resilience engine 
or a drag chute.

The Core Tension: Technical Excellence vs. 
Business Alignment
Many security organizations are technically advanced. 
They operate modern tooling, automate pipelines, and 
maintain around-the-clock MDR coverage.

Yet performance often breaks down not from lack  
of capability, but from misaligned priorities:
•	� Teams optimize for threat trends rather than  

business services.
•	� Reporting emphasizes alerts and tickets,  

while executives care about downtime and  
customer impact.

•	� Providers meet SLAs, while leaders need business-
level outcomes.

This leads to a recurring gap: an organization may 
generate “good security reporting” that still fails to 
answer the board’s central question:

Are our critical services becoming harder — or easier — to 
disrupt? Hybrid models amplify this tension. Internal 
security teams, managed service providers, cloud 
teams, engineering groups, and business stakeholders 
each perform their part — but without clear governance, 
the enterprise response fragments under pressure.

What a Resilient Hybrid Model Requires
A hybrid model that delivers measurable resilience  
rests on three disciplines: governance, execution,  
and measurement.

1.	� Governance: Decision Rights and Accountability

Resilience requires one accountable owner for 
incident outcomes and explicit, documented decision 
rights shared across security leadership, IT, and 
business operations.

Key elements include:
•	� Severity thresholds defined in business terms
•	� Escalation paths that are documented and rehearsed
•	� Authority for disruptive action (e.g., isolating a 

system, revoking access)
•	� Clear accountability to the board for material events

The objective is simple: speed under stress — no 
negotiation mid-incident.

2.	� Execution: One Team, One Playbook

Hybrid models only achieve speed when internal 
responders and providers operate as a single 
integrated unit, not as loosely connected functions.

This requires:
•	� Shared telemetry and incident context
•	� Integrated, role-specific runbooks
•	� Rehearsed handoffs between internal and  

external teams
•	� Defined triggers for containment action
•	� Joint simulations that expose friction and  

resolve seams

Automation amplifies this alignment — but only when 
playbooks and ownership are clear.

3.	� Measurement: From SLAs to Resilience Metrics

Activity metrics are necessary but insufficient.

Mature hybrid programs measure the variables that 
directly influence business continuity, including:
•	� Time to detect and time to contain for  

severe incidents
•	� Exposure reduction trends across critical data  

and Tier 1 systems
•	� Recovery performance against RTO/RPO thresholds
•	� Escalation efficiency (how quickly incidents move 

through the decision chain)

These metrics translate security performance into 
board-relevant outcomes.

Common Failure Patterns
Hybrid operating model failures are rarely technical in 
nature. They are operational:
•	� Assuming provider coverage beyond the  

contracted scope

SECTION 3: LEADERS ARE FOCUSED ON FOUNDATIONAL CAPABILITIES AND OUTCOMES
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•	� Multiple “incident owners” with no clear driver
•	� Fragmented tooling that creates blind spots
•	� Triage decisions made without business context

These gaps create a delay at the exact moment when 
speed matters most.

Embedding the Model into Enterprise Governance
High-performing organizations elevate the operating 
model from a security function to an enterprise 
governance system, integrating it into:
•	� Executive risk forums
•	� Architecture and cloud platform planning
•	� Business continuity and crisis management

•	� Board reporting on material incidents and  
recovery readiness

•	� Hybrid is no longer an option — it is the default 
operating model.

The differentiator is design: A resilient hybrid model 
accelerates decision making when disruption hits. A 
poorly designed one diffuses accountability when clarity 
is needed most.

Board Lesson
Hybrid models fail when decision rights are implicit. 
Boards should require explicit ownership, defined 
escalation authority, and rehearsed playbooks to ensure 
the organization can act decisively under pressure. 

FIGURE 5: METHODS TO MANAGE AND MONITOR CYBERSECURITY INFRASTRUCTURE AND TOOLING

SECTION 3: LEADERS ARE FOCUSED ON FOUNDATIONAL CAPABILITIES AND OUTCOMES

Entirely through Outsourced Managed Services

Entirely through In-House Team Members

A Combination of Managed Services and In-House Team Members

Don’t Know or Not Sure

1%

15%

31%
53%
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SECTION 4

Outcomes: Quick 
Wins vs. Longer-Term 
Transformation

THE SURVEY CLARIFIES what organizations are prioritizing. The challenge is 
converting those priorities into measurable resilience. And execution is where strategy 
either matures — or fragments.

The 2026 data suggests that resilient organizations follow a structured progression: 
they stabilize exposure, strengthen operating discipline, and then institutionalize 
resilience across governance and architecture. This progression unfolds across three 
horizons — but it also requires clarity about what can be improved quickly and what 
requires structural change.

Quick Wins vs. Structural Transformation

Not all resilience gains require multi-year transformation. Some of the most meaningful 
risk reductions occur through targeted clarity.

Quick wins typically involve:
•	� Identifying Tier 1 data and business services
•	� Eliminating high-risk visibility gaps
•	� Clarifying hybrid escalation authority
•	� Aligning board reporting to business impact
•	� Tightening privileged access around critical systems

These actions do not modernize the entire architecture. They reduce ambiguity and 
exposure quickly.

Structural transformation, by contrast, requires sustained alignment:
•	� Architectural standardization across hybrid environments
•	� Integrated telemetry and consolidated tooling
•	� Automated policy enforcement in DevSecOps pipelines
•	� Continuous validation of high-value controls
•	� Formalized hybrid governance structures
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SECTION 4: OUTCOMES: QUICK WINS VS. LONGER-TERM TRANSFORMATION

Quick wins reduce noise. Structural transformation builds durability. The mistake 
organizations make is assuming one replaces the other. In practice, quick wins create 
the clarity needed to pursue transformation responsibly.

Horizon 1: Immediate Stabilization (0–90 Days)

The first horizon focuses on stabilizing what matters most. The objective is exposure 
clarity and governance confidence.

Priority actions include:
•	� Confirm critical data and service inventories
•	� Establish resilience metrics tied to continuity thresholds
•	� Validate decision rights across internal and managed teams
•	� Reconfirm recovery time and recovery point objectives
•	� Surface unmanaged or poorly monitored environments

Horizon 1 does not require wholesale redesign. It requires disciplined alignment around 
critical assets — often revealing gaps that were previously hidden by generalized reporting.

Horizon 2: Operating Discipline (6–12 Months)

The second horizon strengthens execution — moving from visibility to repeatability.

Organizations focus on:
•	� Maturing MDR workflows and automation discipline
•	� Reducing privileged sprawl around high-value systems
•	� Integrating telemetry across cloud, endpoint, and identity layers
•	� Aligning secure delivery pipelines to production guardrails
•	� Clarifying hybrid ownership and escalation accountability

The emphasis shifts from control presence to measurable performance: containment 
speed, exposure reduction trends, and escalation efficiency.

Horizon 3: Institutionalized Resilience (12–24 Months)

The third horizon embeds resilience into enterprise design.

Cybersecurity becomes structurally integrated into:
•	� Board governance cadence
•	� Enterprise risk management forums
•	� Architecture review processes
•	� Business transformation planning

Continuous control validation replaces periodic assessment. Data impact assessments 
are now standard inputs into platform selection and AI implementation decisions. At 
this stage, resilience is not reactive. It is anticipatory.
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Where Organizations Stall

Even well-intentioned programs stall for predictable reasons:
•	� Automation is deployed before governance clarity exists
•	� Tool consolidation occurs without asset prioritization
•	� Hybrid teams scale without defined accountability
•	� Reporting improves while operating discipline remains uneven

The result is technical sophistication without resilience confidence. Resilience is not 
built through simultaneous initiatives. It is built through  
disciplined progression. 

The survey signals that many organizations are investing in response capability and automation.  
The differentiator will be whether those investments are sequenced intentionally and anchored  
to critical data.

SECTION 4: OUTCOMES: QUICK WINS VS. LONGER-TERM TRANSFORMATION
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SECTION 5

Risks and Failure 
Modes to Manage

STRENGTHENING FOUNDATIONAL CAPABILITIES and modernizing operating models 
are necessary steps toward resilience. But even well-funded cybersecurity programs 
can falter if critical risks are not actively managed.

In 2026, the most significant cybersecurity failures are rarely caused by the complete 
absence of controls. More often, they stem from misalignment across people, process, 
and technology.

These risks are not peripheral. They are central to whether investments translate into 
measurable resilience.

People: Decision Rights and Accountability

Hybrid operating models now dominate enterprise cybersecurity. Internal teams 
collaborate with managed providers, DevSecOps groups integrate security into 
pipelines, and governance leaders oversee reporting. Without disciplined clarity around 
ownership and escalation, this distributed model introduces fragility.

Core Risk: Accountability Diffusion

Common failure patterns include:
•	� Unclear incident ownership between internal teams and managed services
•	� Ambiguous escalation authority during high-severity events
•	� Security priorities misaligned with business-critical assets
•	� Limited board-level clarity on material incident thresholds

When accountability is fragmented, response speed slows. When escalation paths  
are unclear, hesitation replaces decisiveness.

Boards increasingly request foundational security metrics and indicators of  
resiliency risk. Meeting this expectation requires more than reporting. It requires 
governance discipline.
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SECTION 5: RISKS AND FAILURE MODES TO MANAGE

What Effective Alignment Looks Like

A resilient people model includes:
•	� Clearly defined RACI structures across hybrid teams
•	� Documented severity thresholds tied to executive escalation
•	� Explicit delineation of responsibilities between CISO, CIO, and business leadership
•	� Regular executive tabletop exercises involving cross-functional leaders
•	� Direct board/C-suite visibility into material incident criteria

Cybersecurity must not operate as a separate technical function. It must be embedded 
in enterprise governance.

When decision rights are clear, response becomes decisive. When accountability is 
diffused, resilience degrades.

Process: Incident Response and Crisis Operations

Technology can detect threats. Process determines whether the disruption is 
contained. Many organizations maintain documented incident response plans. Fewer 
operate as truly response-ready enterprises.

Core Risk: Plans Without Operational Discipline

Failure patterns include:
•	� Incident playbooks that exist but are rarely exercised
•	� Manual bottlenecks embedded in automated detection workflows
•	� Inconsistent DevSecOps integration across development pipelines 
•	� Backup systems that are configured but not restoration-tested under stress

Response readiness is not a document. It is a repeatable operational rhythm.

What Response-Ready Looks Like

A mature response process includes:
•	� Defined severity classifications tied to business impact
•	� Measurable time-to-detect and time-to-contain targets
•	� Automated containment workflows where appropriate
•	� Integration between cyber response, legal, communications, and business  

continuity teams
•	� Routine scenario-based simulations and recovery testing

Response readiness must be rehearsed, measured, and refined. Organizations  
that treat response as an episodic exercise risk improvisation during a crisis.  
However, organizations that institutionalize response discipline reduce disruption 
duration and uncertainty.
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Technology: Tool Sprawl and Incomplete Coverage

Investment in cybersecurity tooling continues to grow, particularly in Managed Detection 
and Response and security architecture. Yet technology expansion alone does not 
guarantee effectiveness. In many enterprises, complexity introduces its own risk.

Core Risk: Fragmentation

Common failure patterns include:
•	� Tool sprawl without integration
•	� Disconnected telemetry platforms across hybrid environments
•	� Visibility gaps in mobile, cloud, and SaaS ecosystems 
•	� Automation layered onto incomplete data coverage

Fragmentation leads to delayed detection, slower containment, and unclear 
accountability. When telemetry is incomplete, automation operates blindly. When tools 
do not integrate, teams operate in silos.

What Coherent Technology Looks Like

A resilience-aligned technology posture includes:
•	� Rationalized tooling aligned to critical data priorities
•	� Centralized or integrated telemetry pipelines
•	� Automation calibrated to business-impact thresholds
•	� Periodic architectural reviews tied to enterprise strategy

Technology must reinforce governance and process discipline — not obscure them.

Managing Risk at the Seams

People, process, and technology risks do not operate independently:
•	� Ambiguous decision rights (People) slow containment (Process).
•	� Fragmented telemetry (Technology) weakens automation (Process).
•	� Misaligned governance (People) distorts investment decisions (Technology).

Resilience fails most often at the seams between these domains:
•	� Boards govern risk posture.
•	� C-suite leaders align operating models.
•	� CISOs integrate execution discipline.

Organizations that proactively manage these failure modes strengthen resilience before 
disruption exposes fragility. 

SECTION 5: RISKS AND FAILURE MODES TO MANAGE
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SECTION 6

Case Studies

THE FOLLOWING CASE STUDIES will illustrate how organizations are translating  
the principles outlined in this paper into measurable resilience outcomes.

These cases are intended to demonstrate how data-first prioritization and alignment 
with a hybrid operating model strengthen enterprise resilience in practice.

Case Study: Board-Ready Cyber Reporting Transformation
Regional Health System | $380M Revenue

Situation

The health system provided quarterly cybersecurity updates to its board, centered on 
vulnerability counts and remediation progress. Reports were technically accurate but 
lacked clinical and financial context. Critical findings affecting operational systems 
appeared indistinguishable from lower-impact infrastructure issues.

The gap became visible when a long-standing vulnerability was traced to a legacy 
server supporting pharmacy dispensing at a rural facility. The issue had appeared 
in reports for months but was never prioritized because it was not tied to a defined 
service owner or business consequence.

The vulnerability management process worked. The governance context did not.

What Changed

A new CISO reframed the program around business impact. Systems were mapped to 
service tiers based on operational consequence, including patient safety and revenue 
impact. Vulnerabilities were tagged accordingly and assigned accountable owners.

Board reporting shifted from counts to consequence — highlighting Tier 1 exposure, 
remediation timelines, and potential service disruption risk.
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SECTION 6: CASE STUDIES

Outcomes

Tier 1 remediation timelines dropped from months to under three weeks. The pharmacy 
system vulnerability was resolved within days once tied to clinical impact. Board 
engagement shifted from passive review to active governance of continuity risk.

Lessons for Leadership

Severity scores describe technical risk. Service context governs enterprise risk. 
Without business mapping, even accurate reporting can obscure material exposure.

Board Lesson

When cybersecurity reporting is tied to business-critical services, boards can govern 
continuity risk rather than reviewing technical metrics.

Case Study: Data-Centric Security Model Reduces Exposure
Precision Manufacturer | $47M Revenue

Situation

The manufacturer believed its cybersecurity posture was stable. Monthly reports 
showed monitored endpoints and routine patching across two facilities supporting 
engineering and production systems.

Continuous device discovery revealed that only 61% of connected assets were visible 
to security tooling. Nearly 40% — including shop-floor systems and secondary facility 
devices — were unmanaged. 

Reporting reflected what tools could see, not what actually existed.

What Changed

Leadership prioritized visibility around business-critical systems. Engineering 
workstations, file repositories, and production-support equipment were brought under 
continuous monitoring. 

Endpoint enforcement was extended beyond the corporate network to ensure the 
security posture for travel with devices.

Workflow-driven risks, such as VPN workarounds, were addressed structurally rather 
than solely through policy.

Outcomes

Device visibility moved from partial to comprehensive. Unknown assets surfaced 
quickly and were either enrolled, remediated, or formally governed. Detection time for 
anomalous behavior improved significantly by eliminating blind spots.
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Lessons for Leadership

The greatest risk was not malicious activity; it was unseen exposure. Assumptions 
about coverage must be validated continuously, especially in hybrid environments.

Board Lesson

Boards should request evidence-based visibility reporting, as blind-spot reduction is 
one of the most reliable indicators of declining enterprise exposure.

Case Study: Hybrid Operating Model Optimization
Cloud-Native InsurTech | 67 Developers

Situation

Insurtech’s rapid growth was powered by cloud-native architecture and an expanding 
development team. Delivery velocity was strong, but security validation was informal. 
Infrastructure changes were not fully captured in version control, and audit evidence 
had to be manually reconstructed.

Security controls existed, but they were not embedded in the development lifecycle.

What Changed

Infrastructure was migrated to fully version-controlled code. Automated guardrails 
were embedded into CI/CD pipelines to block insecure configurations before 
deployment. Dependency and container scanning became continuous.

Security validation moved into the developer workflow rather than remaining an 
external checkpoint.

Outcomes

Audit preparation time dropped from weeks to hours. Misconfiguration-driven incidents 
declined significantly. When a widely used framework was later disclosed to contain a 
critical vulnerability, automated scanning flagged it immediately, and remediation was 
completed within hours.

Lessons for Leadership

AI accelerates development. Continuous validation protects against emerging risk. 
When security is embedded into operating cadence, it scales with growth rather than 
constraining it.

Board Lesson

Embedding security controls into delivery pipelines gives boards higher confidence in 
operational resilience by reducing misconfiguration-driven service risk. 

SECTION 6: CASE STUDIES
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SECTION 7

The Altum Cybersecurity 
Playbook for 2026

THE 2026 SURVEY SIGNALS a structural shift: cybersecurity effectiveness is 
measured not by tool depth but by resilience — the ability to protect what matters, 
respond decisively, and sustain continuity under pressure.

The Altum Playbook provides a disciplined sequence for building that resilience. It is 
not a list of initiatives. It is an operating design that follows this flow:

ALIGN MEASURE MODERNIZE AUTOMATE OPERATE

These actions are not sequential in a linear sense. They reinforce one another. Together, 
they convert cybersecurity from a defensive function into a resilience capability.

Align: Anchor Cybersecurity to Enterprise Value

Resilience begins with alignment. Not all assets carry the same enterprise 
consequences. Critical data, revenue-generating systems, operational platforms,  
and regulated environments define continuity risk.

Alignment requires:
•	� Mapping cybersecurity priorities to Tier 1 business services
•	� Anchoring reporting to business impact
•	� Concentrating resources around high-value data and workflows

Without alignment, resilience efforts disperse across too broad a surface area.  
With alignment, protection becomes intentional.

Survey Anchor: The 2026 data underscores this need: 44% of leaders rank protecting sensitive data 
as their top priority, well ahead of other initiatives, confirming that alignment must start with the assets 
that determine enterprise continuity.
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SECTION 7: THE ALTUM CYBERSECURITY PLAYBOOK FOR 2026

Measure: Shift from Activity Metrics to Resilience Metrics

Alignment without measurement lacks accountability. And resilience is demonstrated,  
not assumed.

That requires moving beyond activity metrics toward outcome indicators such as:
•	� Time-to-detect and time-to-contain severe incidents
•	� Exposure trends across critical systems
•	� Recovery performance against defined RTO/RPO thresholds
•	� Escalation clarity in hybrid environments

Boards govern continuity and exposure, not ticket volume. Measurement must reflect 
that reality.

Survey Anchor: Boards are requesting foundational security metrics (51%) and business resiliency 
risk indicators (51%), emphasizing the shift from activity reporting to outcome-based governance. 
Measurement must reflect this expectation.

Modernize: Design Architecture for Structural Resilience

Modernization is architectural, not cosmetic.

Hybrid and multi-cloud environments are now foundational to enterprise design. When 
identity governance, telemetry, cloud configuration, and endpoint visibility operate in 
silos, fragility increases.

Architectural modernization strengthens resilience when it:
•	� Integrates telemetry across identity, endpoint, cloud, and network layers
•	� Reduces tooling fragmentation around high-value assets
•	� Embeds secure delivery guardrails into CI/CD pipelines
•	� Aligns infrastructure decisions with data impact assessments

Modernization is where architecture and resilience converge. If alignment defines what 
must be protected, architecture determines whether it can be protected coherently. 
Without architectural intent, automation amplifies complexity rather than reducing risk.

Survey Anchor: Investments are moving in this direction: 60% of organizations prioritize security 
architecture, indicating that modernization is increasingly seen as a resilience enabler rather than a 
technical upgrade.
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Automate: Reduce Variability Under Stress

Resilience depends on performance during high-pressure moments.
Automation — through MDR, orchestration, continuous scanning, and policy 
enforcement — increases predictability. It ensures that detection, escalation, and 
containment workflows execute consistently.

Automation strengthens resilience when it:
•	� Accelerates containment of high-impact threats
•	� Continuously validates exposure pathways
•	� Reduces manual decision bottlenecks

But automation must align with and be coherent with the architecture. Otherwise, it 
accelerates noise. After all, automation either amplifies discipline — or disorder.

SECTION 7: THE ALTUM CYBERSECURITY PLAYBOOK FOR 2026

Survey Anchor: Automation priorities reinforce this: Managed Detection and Response leads both 
investment (64%) and automation adoption (64%), demonstrating that organizations are using 
automation to reduce variability under pressure.

Operate: Institutionalize Resilience as an Enterprise Rhythm

Resilience is ultimately an operating discipline.

Hybrid is the norm for most organizations (53%), which means operating discipline 
must define decision rights and escalation across internal teams and managed 
providers. The differentiator is whether it is intentionally designed.

Operating discipline requires:
•	� Explicit decision rights during incidents
•	� Clear severity definitions tied to business impact
•	� Defined accountability across internal and managed teams
•	� Integrated reporting into executive and board governance forums

When governance and execution are aligned, response accelerates and continuity 
stabilizes. When they are fragmented, delays compound risk.

Survey Anchor: Hybrid execution must be intentionally designed: 53% of organizations now operate 
through hybrid cybersecurity models, making governance clarity and coordinated escalation essential 
to operational resilience.
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The Altum Perspective

The order matters.
1.	� Align what must endure.
2.	� Measure what governs continuity.
3.	� Modernize architecture to reduce fragility.
4.	� Automate to increase predictability.
5.	� Operate with governance clarity.

When pursued deliberately, this sequence embeds resilience into enterprise design. 
When pursued out of order, organizations accumulate capability without building 
confidence. The differentiator is not tool depth. It is a disciplined operating design.

Preparing for the Next Wave

The 2026 environment is structurally more complex than prior cycles:
•	� Distributed infrastructure expands interdependencies.
•	� Hybrid operating models distribute accountability.
•	� AI acceleration increases both capability and risk velocity.
•	� Board oversight is more outcome-focused than ever.

Leaders are responding accordingly. Sensitive data protection now anchors strategy. 
Detection and response are scaling through automation. Governance expectations 
emphasize measurable resilience.

The organizations that will lead in this next phase are those that treat cybersecurity 
not as a technical safeguard, but as an enterprise resilience capability integrated into 
strategy, architecture, and operations. 

SECTION 7: THE ALTUM CYBERSECURITY PLAYBOOK FOR 2026
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SECTION 8

Conclusion: 
Designing Resilience 
for the Next Wave

THE CURRENT ENVIRONMENT demands more than incremental adjustment.  
It requires design discipline.

Enterprises need to anchor cybersecurity to the data and services that determine 
continuity. Hybrid operating models must be aligned to clear accountability.  
Response readiness and continuous validation must be institutionalized, not treated  
as optional enhancements.

Resilience does not come from accumulating more tools. It does not come solely 
from compliance activity. And it does not come from automation deployed without 
alignment. Resilience emerges from deliberate design — from clear priorities, defined 
ownership, and evidence that the organization can perform under stress.

Organizations that build resilience deliberately will not withstand disruption; they will 
operate confidently through it. In 2026, cybersecurity is a leadership discipline, and 
resilience is the standard by which it is measured. 
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APPENDIX

Survey Methodology

THIS WHITE PAPER draws upon findings from the Altum 2026 U.S. Cybersecurity 
Leaders Survey, conducted in collaboration with YouGov.

Field Details

•	� Field Dates: October 10–16, 2025

•	� Sample Size: n=163 cybersecurity 
professionals

•	� Geography: United States

•	� Confidence Level: 90% or higher

Respondent Profile

Participants represented a cross-
section of cybersecurity leadership and 
operational roles, including:
•	� CISO, Security Leadership, and  

GRC professionals
•	� Security engineers and analysts
•	� DevSecOps and cloud  

security specialists

Respondents span industries and 
organizational sizes, providing a broad 
view of enterprise cybersecurity priorities, 
operating models, and governance 
expectations as 2026 begins.

Survey Focus Areas

The survey examined:
•	� Ranking of cybersecurity priorities  

for 2026
•	� Investment and automation  

focus areas
•	� Visibility gaps across  

infrastructure domains
•	� Integration of security into DevSecOps
•	� Cloud security tooling approaches
•	� Hybrid operating model prevalence
•	� Board reporting expectations and 

governance trends

The findings presented throughout  
this white paper are derived directly  
from this dataset and are intended 
to inform strategic and operational 
cybersecurity decision-making.
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APPENDIX

Glossary

THIS GLOSSARY provides concise, “board-friendly” explanations of technical terms 
referenced in this white paper.

Advanced Persistent Threat (APT):  
A sophisticated, often state-sponsored or 
highly organized threat actor that maintains 
prolonged access to a target environment 
to exfiltrate data or disrupt operations.

DevSecOps: An approach that integrates 
security practices directly into software 
development and deployment pipelines, 
embedding security controls into the CI/
CD (Continuous Integration/Continuous 
Deployment) process.

Hybrid Cyber Operating Model:  
A cybersecurity structure that combines 
internal security teams with managed 
service providers to deliver monitoring, 
response, and governance capabilities.

Identity and Access Management (IAM): 
A framework of policies and technologies 
that ensures the right individuals have 
appropriate access to systems and data, 
including enforcement of least privilege 
and privileged access controls.

Infrastructure as Code (IaC): A method of 
managing and provisioning infrastructure 
through machine-readable configuration 
files rather than manual processes, 
enabling automation and repeatability.

Managed Detection and Response 
(MDR): A managed service that provides 
continuous threat monitoring, detection, 
and response support, often operating 24/7 
to identify and contain security incidents.

Recovery Point Objective (RPO):  
The maximum acceptable amount of data 
loss measured in time (e.g., how much 
data can be lost between backups).

Recovery Time Objective (RTO):  
The maximum acceptable duration of 
time that a system or service can be 
unavailable following a disruption.

Telemetry: Security-related data collected 
from systems, endpoints, applications, 
and networks is used to monitor activity 
and detect anomalies.

Time-to-Detect (TTD): The elapsed time 
between the start of a security incident 
and its identification by security teams  
or automated systems.

Time-to-Contain (TTC): The elapsed 
time between the detection of a security 
incident and the successful containment 
of the threat to prevent further impact.

Zero Trust Architecture: A security model 
based on the principle that no user or 
system is inherently trusted, requiring 
continuous verification of identity and 
access permissions.
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